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FOI 3669
Date 28/02/2025

Dear Requester,
Thank you for your Freedom of Information request. Please note, this is a cross-site response for Bedford site and Luton site.

You asked:
What is the email retention policy at your trust for official NHS clinical staff emails related to patient care. Also, what is the retention policy for deleted clinical emails, deleted by staff from their mailbox? 
Clinical correspondence primarily takes place via our clinical IT systems. Any relevant or additional information from emails is printed, appended to the patient record, and then scanned into our Electronic Document and Records Management System (EDRMS).
If emails are deleted by staff from their mailbox before being added to the patient record, there is no separate or additional Trust-wide retention mechanism specifically for those deleted items. The key requirement is that any clinically relevant email content must be captured and stored in the patient’s record within the EDRMS

Does your trust require that clinical emails related to patient care be placed in the patient's record? 
Yes. Clinicians primarily communicate through the other IT systems for patient care matters. Where email communication contains clinically relevant information, it is uploaded to the relevant patient record in the EDRMS as appropriate.

What is the back-up policy at your trust for backing up clinical staff/doctor's emails related to patient care? How often are the clinical emails backed-up and how long are the back-ups kept? Are the back-ups automated? 
Clinically pertinent emails are uploaded by the responsible clinician or their secretary into the EDRMS. Once uploaded, the Trust’s standard data storage and retention rules for EDRMS apply.
There is no separate, set timeframe for backing up individual emails within the mailbox itself. The primary consideration is ensuring that any patient-related content is saved into EDRMS.
Routine IT backups of email systems occur; however, these are not specifically designed for indefinite retention of clinical emails. The main repository for clinical correspondence remains in the EDRMS.

Are deleted clinical emails (deleted by staff) recoverable on the email system at your trust, either from onsite or offsite storage? How long after the emails are deleted by staff, can the emails be recovered from the different locations they are stored? 
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

Your trust uses nhs.uk email so NHSMail helpdesk cannot assist with forensic discovery of emails. Hence, does your trust perform a forensic discovery equivalent to the forensic discovery provided by NHSmail help desk to retrieve deleted NHSmail (dot net) emails up to 2 years after they were created/sent even if deleted prior to 2 years by staff? 
ie Can your trust retrieve deleted nhs.uk emails up to 2 years after they were created/received?
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

Do your doctor's have the ability to permanently delete emails from all locations without IT system administrative privileges? Do the doctors at your trust have IT system administrative privileges? 
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

When emails are deleted by clinical staff without significant knowledge and access rights, there are other possible places where the deleted emails can be recovered from: For example, local offline storage, where emails are cached on the local machine in an offline storage file (OST) which even when emails are deleted from the mailbox, can leave fully recoverable items, unless the OST file is forensically destroyed. Does your trust maintain an email OST for the staff NHS emails? 
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

Are clinical staff emails archived off into different locations? If yes, what are these locations. 
We do not operate a specific email archiving solution solely for clinical emails. Clinically relevant emails are stored in the EDRMS and archived according to the retention schedules of those systems.
There is no separate or distinct location where emails themselves are archived beyond these systems.

Can your trust IT team identify and create a log of emails deleted by a specified doctor working at your trust? How long after email deletion can the log still be created?
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

When emails are deleted on the local staff computer and need to be retrieved, administrators can perform a search across the entire MS 365 environment to establish the presence of any of these emails in other user mail-boxes and non-email storage locations - is this a process that your trust can perform via the IT team or other team? 
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

If staff emails related to patient's clinical care are requested under DPA 2018 SAR, what is the IT process undertaken at your trust to identify and retrieve the emails. Are offline storage searched and all locations as mentioned in this FOI or only the staff local computer/mailbox? Can you retrieve clinical emails requested under SAR DPA 2018 for up to 2 years after creation/send even if the staff have deleted them? 
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.
[bookmark: _GoBack]NHS's data retention and information management policy states that "an email will be retained and available for forensic discovery in NHSMail for two years after it was sent/received or until it is deleted from the mailbox by staff, whichever is later." Does your trust adhere to this policy with your nhs.uk email system? ie your trust must be able to retrieve a clinical email for 2 years after it was created or sent, even if it was deleted by staff prior to 2 years - NHSMail helpdesk cannot assist - so does your IT team have a process to ensure compliance with NHS's policy highlighted above?.
Section 31(1) - This FOI request is exempt under Section 31(1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention or detection of crime. It could be used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures and it is the view of this Trust that the disclosure of the requested information would prejudice our ability to resist cyber-attacks on our systems.

This information is provided for your personal use and is the property of Bedfordshire Hospitals NHS Trust and subject to any existing Intellectual Property and Database Rights. Any commercial application or use of this information may be subject to the provisions of the Re-use of Public Sector Information Regulations 2015 (RPSI). This means that if you wish to re-use the information provided for commercial purposes for any reason you must ask the Trust for permission to do so. 
 Please note that the Trust has a formal internal review and complaints process which is managed by the Information Governance Manager/Data Protection Officer. Should you have any concerns with our response, you can make a formal request for an internal review. Requests for internal review should be submitted within three months of the date of receipt of the response to your original letter, and should be addressed to: dataprotectionofficer@ldh.nhs.uk. This option is available to you for up to three calendar months from the date your response was issued. 
If you are not satisfied with the Trust review under the Freedom of Information Act 2000 you may apply directly to the Information Commissioners Officer (ICO) for a review of your appeal decision. The ICO can be contacted at: ICO, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF www.ico.org.uk 
 Yours sincerely, 

 FOI Officer
 Bedfordshire Hospitals NHS Foundation Trust
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